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Abstract

As global change continues to generate new 
challenges and potential threats to businesses, 
traditional business continuity management 
(BCM) slowly reveals its limitations and 
weak points to ensuring ‘business resiliency’

today. Consequently, BCM  professionals also 
face the challenge of re-evaluating traditional 
concepts and introducing new strategies and 
industry best practices. This paper points to 
why traditional BCM  is no longer sufficient in 
terms of enabling businesses to survive in 
today’s high-risk environment. It also looks 
into some of the misconceptions about BCM  
and other stumbling blocks to establishing 
effective BCM  today. Most importantly, how­
ever, this paper provides tips based on the 
Business Continuity Institute’s (BCI) Good 
Practices Guideline (GPG) and the latest 
international BCM  standard ISO 22301 on 
how to overcome the issues and challenges 
presented.
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LIMITATIONS OF TRADITIONAL BCM 
AND OTHER BCM TIPS

Reality mixed with culture and beliefs
One of the biggest limitations of tradi­
tional BCM lies in the term itself: ‘tradi­
tional’. To a lot of people, especially in 
Asia, ‘cultural background and personal
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beliefs’ always com e first —  even in  busi­
ness o r w hen  m aking business decisions.

It is true that holding on  to o r practis­
ing old  customs and traditions is generally 
a good thing and may in fact be consid­
ered venerable. However, in m ost cases, 
culture and beliefs are the m ain reasons 
w hy m ost com panies do no t venture into 
B C M , and indeed w hy m ost program mes 
fail, w hy is this? D ue to  beliefs or p rinci­
ples that good deeds can beget good for­
tune, some com panies tend  to  believe that 
no th ing  bad will ever happen to them  as 
long  as they rem ain ‘good  people’. For 
them , there is no  need to plan for disasters 
or such incidents.

In addition, in some cases, some com pa­
nies m ix up or confuse real issues and facts 
w ith superstitions. For example, in 2010, 
IR IN  reported that, in Pakistan, a ‘holy 
m an’ believed to have the pow er to purify 
water was being sought for help by many at 
the height o f  a health crisis, w here water 
containers were found to be contaminated.

M eanw hile, 7 ’he Telegraph reported  that 
‘Japan is bracing itself after dozens o f  rare 
giant oarfish —  traditionally the harbinger 
o f  a powerful earthquake —  have been 
washed ashore o r caught in fisherm en’s 
nets’.

H o w  can these superstitions cause 
problem s to  com panies? I f  com panies 
consider o r in tegrate this kind o f  
unproven data in B C M  processes such as 
business im pact analysis (BIA) or strategy, 
the results will be flawed and unreliable.

Too many standards for ‘regional’ 
application
D u rin g  the early years o f  B C M , the prob­
lem  was the absence o f  a standard. 
Eventually, however, the problem  was that 
there were too m any standards. Indeed, 
despite the ready availability o f  ISO  stan­
dards, several countries still decided to 
com e up w ith  their ow n version or varia­
tion  o f  a B C M  standard.

W hat is the problem  w ith  having too 
m any B C M  standards? For one, m ost o f  
these standards were ‘region-specific’ and 
no t designed to  m eet the requirem ents o f  
today’s global organisations.

In addition, it results in  confusion and 
argum ents am ong B C M  practitioners. It is 
impossible to  know  w hich  standard is best, 
never m ind  w hich  is best suited to  a spec­
ified com pany in  a specific field in  a spe­
cific country

No standard process for risk analysis 
and business impact analysis
Given an absence or abundance o f  stan­
dards, there are also m isconceptions and 
disagreements on  how  risk analysis (RA) 
and business im pact analysis (BIA) are sup­
posed to be conducted. T he m ost persist­
en t issue is the age-old question: ‘w hich 
comes first, R A  or BIA?’.

C onfusion brews am ong practitioners 
w ith  regard to  the proper sequence o f  R A  
and BIA. To B C M  practitioners, it is a 
com m on no tion  that BIA comes first. Ask 
a risk m anagem ent practitioner, however, 
and the answer w ould be m ore direct and 
obvious.

T h e  confusion regarding the sequence, 
however, is only part o f  a bigger problem  
—  the lack o f  know ledge and skills on 
how  to conduct R A  and BIA properly.

For the longest time, practitioners were 
looking for a standard process on how  to 
conduct R A  and BIA  correctly. W ith  the 
difference in term s used, the disagreem ent 
in  inform ation shared and the overall lack 
o f  a universally applicable B C M  standard 
however, practitioners were left to figure 
ou t how  R A  and BIA  really w ork.

Too focused on past or individual 
incidents
A nother criticism  o f  traditional B C M  is 
that plans or planning were previously 
m ore focused on  singular events (eg for 
fire only) or solely on  events that the com -
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pany had already experienced —  not 
giving consideration to  o ther incidents 
that may potentially happen.

Certainly, companies should plan or be 
prepared for the ‘obvious’. In Asia, for 
example, such incidents include fire, flood, 
earthquake and typhoon  events. T he 
danger in  n o t looking outside o f  this scope, 
however, is that companies may overlook 
o th er po ten tial threats, such as policy 
change and supply chain disruption.

Too much importance given to 
alternative sites
Previously, the prevailing no tion  was that 
B C M  equates to  having a disaster recovery 
site o r an alternative site. This is a total 
m isconception.

T h e  problem  w ith  having this kind o f 
m entality  is that, because having an alter­
native site is usually an expensive endeav­
our, com panies —  especially those w ith  
lim ited budgets —  im m ediately get dis­
couraged from  looking further into B C M .

H aving an alternative site was never 
m andatory. M oreover, there  are o ther 
options that com panies may consider, 
such as ou tsourcing  o r having a ‘recipro­
cal site’ instead. Today, there are also sev­
eral w eb and m obile solutions available 
that offer the  same functions as an alter­
native site.

CURRENT BEST INDUSTRY 
PRACTICES AND OTHER BCM TIPS

ISO 22301, ISO 22313 and BCI’s GPG
Since being  published in  M ay 2012, ISO 
22301 (otherwise know n as the Societal 
Security  —  Business C on tinu ity  
M anagem ent Systems —  R equirem ents) 
has been  referred to  as the w orld’s first 
in ternational B C M  standard.

It provides a standardisation for all 
regions and provides a collective agree­
m en t on the m ost effective workflow. In

effect, B C M  practitioners around  the 
w orld can now  refer to ju st one standard 
in term s o f  establishing an effective B C M  
system and attaining an internationally 
recognised certificate.

Together w ith  ISO 22301, B C M  practi­
tioners can also refer to  ISO  22313 
(Societal security —  Business continuity  
m anagem ent systems —  Guidance) and 
B C I’s G PG  (the latest version is 2013) for 
further guidance and relevant inform ation 
on im plem enting ISO 22301 and estab­
lishing a B C M  system.

Integrate relevant disciplines to a 
BCM programme
Global change has spawned new  threats 
and risks that companies around the w orld 
should be w orried  about. All things con ­
sidered, B C M  alone may no  longer be 
enough to  ensure survival or resiliency 
against these threats.

Today, one o f  the trends is the in tegra­
tion o f  relevant disciplines such as risk 
m anagem ent, em ergency m anagem ent, 
supply chain m anagem ent, crisis m anage­
m ent and IT  disaster recovery to a B C M  
program me.

Aside from the fact that this allows 
com panies to have a w ider scope and 
means o f  identifying potential threats, this 
approach also leads to the developm ent o f  
better and m ore effective strategies.

Conduct RA and BIA based on ISO 
22301, ISO 22301 and GPG 2013
H ighly relevant to  the first best industry 
practice highlighted, B C M  practitioners 
can now  properly conduct R A  and BIA 
by m eeting  the requirem ents o f  ISO  
22301 and the guidelines provided in  bo th  
ISO 22313 and G PG  2013.

In ISO  22301, requirem ents for con­
ducting R A  and BIA can be found under 
‘C lause 8 O perations’. Som e o f  the 
requirem ents m entioned  in  this section are 
‘identifying activities that support the pro-
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vision of products and services’ and ‘evalu­
ating which disruption related risks 
require treatment’.

Meanwhile, ISO 22313 suggests that 
‘when assessing impacts, the organisation 
should address those relating to its busi­
ness aims and objectives and its interested 
parties’.

Tips and guidelines on RA and BIA 
may also be found under the
‘Understanding the organisation’ section 
of the GPG.

Test plans and conduct exercises
The only way for companies to find out if 
their plans work is if they test them and 
conduct exercises.

In ISO 22301,‘exercising and testing’ is 
highlighted as an essential process in estab­
lishing an effective BCM system. As with 
RA  and BIA, requirements to conducting 
proper exercises and tests are also sec­
tioned under Clause 8 Operations. One of 
the requirements mentioned is that organ­
isations shall conduct exercises and tests 
that ‘are based on appropriate scenarios 
that are well planned with clearly defined 
aims and objectives’.

Again, BCM practitioners can refer to 
ISO 22313 and GPG 2013 for relevant 
tips and guidelines.

CONCLUSION
BCM has come a long way from its humble 
beginning in the IT and finance industries.

Due to global change, however, BCM 
needs to evolve once again to stay relevant 
and remain useful to companies today.

How BCM would be more effective in 
terms of ensuring the resiliency or even 
survival of companies today can be 
summed in one word: integration. For a 
BCM programme to be more effective 
and extensive, it has to integrate relevant 
disciplines.

It is equally important for BCM practi­
tioners and companies intending to 
implement BCM to make reference to 
the new international BCM standard ISO 
22301. As mentioned earlier, ISO 22301 
offers a collective agreement on the most 
effective workflow and is universally 
applicable to all types of organisations. 
The best thing about ISO 22301, how­
ever, is the fact that there is finally consis­
tency in the business continuity processes 
and that it allows agreement among BCM 
practitioners.

The bottom fine is that people must 
make adjustments and carry out necessary 
changes in the way they practice BCM. 
The famous American computer scientist 
Grace Hopper once said: ‘The most dan­
gerous phrase in the language is: we’ve 
always done it this way’. This is perhaps 
most true in BCM. The only problem is 
that when people say ‘danger’ in BCM, it 
could pertain to countless disastrous 
events. Everyone must be able to deter­
mine truthfully what works in BCM and 
carry out changes as needed.
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